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Enabling What?
•“Distributed Incident Management”

•Coordinated, concurrent action 
directed to rapidly identify an incident, 
analyze its implications, assess the 
impact, and respond effectively across 
multiple heterogeneous sectors, 
communities and organizations

•And automating wherever possible



Some CSIRTs practice 
limited coordination in 
incident management 
today, because they 

have to (i.e. US-CERT).



We need to formalize 
the “doctrine” of 

distributed/coordinated 
incident management in 

order to benefit from 
network effects.



Obstacles and 
Approaches

•The “PICERF” process model

•An alternative “loop” model

•The “CAT 01-06” incident 
taxonomy

•An alternative Method & Impact 
taxonomy



The most commonly used 
process model for cyber 
incident response today 

is over 20 years old.
We call it “PICERF.”



PICERF:
•Prepare

•Identify

•Contain

•Eradicate

•Recover

•Follow-up



The PICERF model was 
born out of a DOE lab’s 

experiences handling 
targeted intrusions in the 

late 1980s - then 
borrowed by SANS and 

later NIST



PICERF describes a 
linear framework for 
handling an incident 

within your own shop. 
Liaison and information 
sharing functions are 

peripheral!



Our alternative is 
based on OODA:

•Observe

•Orient

•Decide

•Act



Using the OODA loop 
as a starting point, we 
developed a process 
model that integrates 

liaison and collaboration 
throughout



The model is also data-
driven - each phase 

implies the collection, 
enrichment and 

collaboration around 
certain data elements





Tying the phases of our 
“Identify” and 

“Response” cycles to 
data elements allowed 
us to identify a gap:





#1 Problem with the 
2006-era Categories:

Conflating Effects (root 
access, denial of 

service) with Causes 
(malware, improper use)



Cause = Method
Effect = Impact



Method Types:

•Improper Use

•Social Engineering

•Remote Exploitation

•Physical Access



Method Subtypes:

•Web Lure/Redirection

•Trojan Attachments

•Physical Loss or Theft

•Credential Abuse & Cracking

•Spills and Leaks



Functional Impact 
Types:

•High = “Closed for 
Business”

•Medium = Restricted

•Low = Loss of efficiency

•None



Information Impact 
Types:

•Privacy = PII, PHI

•Proprietary = PROPIN, PCII

•Classified = S, TS, SCI

•Controlled Unclassified

•None



Recoverability:
•Impossible = “Barn door, horse, 

etc.”

•Severe = TTR is unpredictable

•Major = Recovery demands new 
resources

•Minor = Recovery is possible 
with current resources



By separating method 
from impact, and 

allowing for multiple 
dimensions of impact, 

we can begin to develop 
better tailored data 
models for incidents



Hypothesis:
Better data = 

Better coordination = 
Better response across 
near, medium and long 

term - eventually 
including safer code!


